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192.168.0.180 ldapserver.hopto.org
192.168.0.181 ldapepas.hopto.org
192.168.0.182 ldapclient.hopto.org

yum -y install openldap-clients openldap-servers
systemctl start slapd
systemctl enable slapd
systemctl status slapd
Once installed, we have to generate a password for the admin user. In this example, we use a simple password: “redhat”
Slappasswd      {SSHA}2qOMO8B2k5J3TtqbsrKLk+JOF/HwTPbu
New password: 
Re-enter new password: 
{SSHA}C5iN0R6Ra/CNyE+M0xNlYA9EPsgSu6HJ
Another, and maybe better, way to identify the data we require to create the LDIF file could be to use the ldapsearchcommand.
ldapsearch -Y EXTERNAL -H ldapi:/// -b cn=config olcDatabase=\*
We save the LDIF file with an appropriate name, for example, my_config.ldif, and we execute ldapmodify.
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ldapmodify -Y EXTERNAL -H ldapi:/// -f my_config.ldif
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We could now see that the file is changed
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Add olcRootPW attribute
To add a new attribute we use "add" and then the attribute name as shown in the below example.
Here we create another LDIF file (my_config2.ldif) to add the olcRootPW attribute.

>cat my_config2.ldif
dn: olcDatabase={2}hdb,cn=config
changeType: modify
add: olcRootPW
olcRootPW: {SSHA}C5iN0R6Ra/CNyE+M0xNlYA9EPsgSu6HJ

we the run
ldapmodify -Y EXTERNAL -H ldapi:/// -f my_config2.ldif
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Replace olcAccess attribute
We also have to allow access to the LDAP database to the admin user we just specified before (cn=admin,dc=example,dc=com). If we take a look at the olcDatabase={1}monitor.ldif, file we’ll see the following line:
cd /etc/openldap/slapd.d/cn=config/
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We’ll have to edit the file or use ldapmodify to change the entry. If we use ldapmodify, the LDIF file should be something like this:
cat my_config3.ldif
dn: olcDatabase={1}monitor,cn=config
changetype: modify
replace: olcAccess
olcAccess: {0}to * by dn.base="gidNumber=0+uidNumber=0,cn=peercred,cn=external, cn=auth" read by dn.base="cn=admin,dc=hopto,dc=org" read by * none

Once again, we execute ldapmodify by passing the new LDIF file as a parameter.
ldapmodify -Y EXTERNAL -H ldapi:/// -f my_config3.ldif
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Validate the new attribute values
Now we can check with ldapsearch whether the value for the attribute was actually changed.
ldapsearch -Y EXTERNAL -H ldapi:/// -b cn=config olcDatabase=\*          we see all the modification
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As we can see, the value was changed according to what we specified in the LDIF file.
Another tool we can use to check the configuration is the slaptest command.
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Adding Objects
Now we have to manually create an entry for dc=example,dc=com in our LDAP server. The easiest way to do this is to create an LDIF file for this entry and pass it to the ldapadd command.
So, we create a file named example.ldif, with the following content:
>cat example.ldif
dn: dc=hopto,dc=org
objectClass: dcObject
objectClass: organization
dc: hopto
o: hopto

We specify a series of attributes, such as distinguished name (dn), domain component (dc), and organization (o). We also define the new entry as an object of the type dcObject and organization.
Now we execute ldapadd and pass it the example.ldif file as a parameter. We specify with (-f) the name of the file, the admin user (-D), and the password we defined for that admin user (-w).
ldapadd -f example.ldif -D cn=admin,dc=hopto,dc=org -w postgres
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We can check whether the entry was created successfully by using the ldapsearch command.
ldapsearch -x -b dc=hopto,dc=org
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You just saw how to add the object dc=example,dc=com to our LDAP. Now you’ll see how to add organizational units , groups, and users.
Adding an Organizational Unit
Maybe we’d like to have an organizational unit (OU) called users in which to store all LDAP users. To do so, we’ll create a new LDIF file named users.ldif, with the following content:
>cat users.ldif
dn: ou=users,dc=hopto,dc=org
objectClass: organizationalUnit
ou: users

We execute ldapadd again to create the OU.
ldapadd -f users.ldif -D cn=admin,dc=hopto,dc=org -w postgres
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Adding a User
We can now include a user inside the organizational unit. The procedure is quite similar to what we have seen so far. First, we create a file named benson.ldif, with the following content:
>cat benson.ldif
dn: cn=benson of edb,ou=users,dc=hopto,dc=org
cn: benson
sn: edb
objectClass: inetOrgPerson
userPassword: postgres
uid: benson

Then we execute ldapadd again.
ldapadd -f benson.ldif -x -D cn=admin,dc=hopto,dc=org -w postgres
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What this message means is that the object inetOrgPerson isn’t loaded in the core schema, so we’ll have to include it. In the /etc/openldap/schema folders, there are many LDIF files to extend the schema when we need it. We can see there is an inetorgperson.ldif file, which contains the schema definition for the inetOrgPerson object.
The schema itself is contained in the LDAP database, so we can add new definitions to it with the ldapadd command. As we’re going to modify the configuration itself, instead of the data, we’ll authenticate ourselves as the external root user (-Y EXTERNAL).
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ldapadd -Y EXTERNAL -H ldapi:// -f /etc/openldap/schema/inetorgperson.ldif
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As we can see, we get an error, because the attribute type audio isn’t defined. So, we have to include this definition in the schema too .
If we perform a search of the string audio in the files located in the /etc/openldap/schema/ folder, we’ll see that the attribute audio is defined in the cosine.ldif file. So, we extend the schema with this LDIF file first.

ldapadd -Y EXTERNAL -H ldapi:// -f /etc/openldap/schema/cosine.ldif
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ldapadd -Y EXTERNAL -H ldapi:// -f /etc/openldap/schema/inetorgperson.ldif
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Next we also add nis.ldif file

ldapadd -Y EXTERNAL -H ldapi:// -f /etc/openldap/schema/nis.ldif
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Now we can add the user with the benson.ldif file we created before.

ldapadd -f benson.ldif -x -D cn=admin,dc=hopto,dc=org -w postgres
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If at some point we have to take a look at the currently used schema, we can use the slapcat command like this:

slapcat -b "cn=schema,cn=config"   the output of this is large but look at the beginning and at the end.

Adding a Group
To add a group, we repeat the same process . First we create the group.ldif file with the following content:
>cat group.ldif
dn: cn=edbsupport,ou=users,dc=hopto,dc=org
cn: edbsupport
objectClass: groupOfNames
member: cn=benson of edb,ou=users,dc=hopto,dc=org

And we add the group with ldapadd.
ldapadd -f group.ldif -x -D cn=admin,dc=hopto,dc=org -w postgres
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Now since our ldap server is configured, next we will configure openldap with TLS certificates

To configure OpenLDAP with TLS certificates we need openssl package. This will give us a directory hierarchy for creating the certificates to configure OpenLDAP with TLS certificates

yum -y install openssl

Create private key for CA certificate
First we need a private key to generate our own CA certificate. If you do not wish to have an encrypted private key then you can ignore -des3 in the below command:
openssl genrsa -des3 -out ca.key 4096
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Generate CA Certificate
Next we will use our CA key to generate CA certificate. We will use this CA ceriticate later to sign the ldap client certificates
openssl req -new -x509 -days 365 -key ca.key -out ca.cert.pem
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It is important that you provide a proper CN or else you will face problems with TLS handshake later as I have demonstrated in earlier articles. Here I am using the CN of my ldapserver.hopto.org.
Configure openssl x509 extension to create SAN certificate
We will create SAN certificate to avoid creating multiple certificates for each of our ldap client. You can learn more about SAN certificates at Create san certificate
>cat server_cert_ext.cnf
basicConstraints = CA:FALSE
nsCertType = server
nsComment = "OpenSSL Generated Server Certificate"
subjectKeyIdentifier = hash
authorityKeyIdentifier = keyid,issuer:always
keyUsage = critical, digitalSignature, keyEncipherment
extendedKeyUsage = serverAuth
subjectAltName = @alt_names
[alt_names]
IP.1 = 192.168.0.180
IP.2 = 192.168.0.182
IP.3 = 192.168.0.181
IP.3 = 192.168.0.183
DNS.1 = ldapclient.hopto.org
DNS.2 = ldapepas.hopto.org
DNS.3 = ldapserver.hopto.org

Under [alt_names], I will provide the complete list of IP Address and DNS name which the ldap client certificate should resolve when validating a client request.

Generate LDAP client key
Next we will need a ldap client key which we will name as "ldap.hopto.org.key"
openssl genrsa -out ldap.hopto.org.key 4096
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Create Certificate Signing request (CSR)
Next we need a CSR to sign our ldap client certificate. Here we will use our server configuration file to provide the list of IP and DNS. These values will be used as CN so all the clients with these IP or DNS will be allowed to establish TLS communication with the LDAP server
openssl req -new -key ldap.hopto.org.key -out ldap.hopto.org.csr
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Create LDAP client certificate
Next we will create our ldap client certificate (ldap.hopto.org.crt) using the CSR, CA key and CA certificate we created earlier. This certificate will be valid for 365 days and is encrypted with sha256 algorithm.
openssl x509 -req -in ldap.hopto.org.csr -CA ca.cert.pem -CAkey ca.key -out ldap.hopto.org.crt -CAcreateserial -days 365 -sha256 -extfile server_cert_ext.cnf
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Verify the ldap client certificate
Next check the content of your ldap client certificate to make sure it contains the list of IP and DNS which we provided earlier.
openssl x509  -noout -text -in ldap.hopto.org.crt     ---large ouput

After signing the certificate, we copy both the certificate and the key file to /etc/openldap/certs/. We also copy the CA certificate to /etc/openldap/cacerts/. Later, we’ll have to modify the openldap configuration accordingly.

cp -v ldap.hopto.org.crt ldap.hopto.org.key /etc/openldap/certs/
cp -v ca.cert.pem /etc/openldap/certs/
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Securing the LDAP protocol
In CentOS 7, there are already default values for the TLS related attributes. We can see these values with slapcat.
slapcat -b "cn=config" | egrep "olcTLSCertificateFile|olcTLSCertificateKeyFile"
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We have to modify the values of the olcTLSCertificateFile and olcTLSCertificateKeyFile attributes. So, we create the following LDIF file:

>vi tls7.ldif
[Tue Sep 29 00:43:00 root@ldapserver-0.180 :~
>cat tls7.ldif
dn: cn=config
changetype: modify
replace: olcTLSCertificateFile
olcTLSCertificateFile: /etc/openldap/certs/ldap.hopto.org.crt
-
replace: olcTLSCertificateKeyFile
olcTLSCertificateKeyFile: /etc/openldap/certs/ldap.hopto.org.key

Change the ownership of /etc/openldap/certs and and /etc/openldap/cacerts directory
chown -R ldap:ldap /etc/openldap/certs

And we run the ldapmodify command with this LDIF file .

ldapmodify -Y EXTERNAL -H ldapi:// -f tls7.ldif
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Next add a new attribute olcTLSCACertificateFile for CA certificate file. For this we will create another ldiff file
>vi tls7_1.ldif
[Tue Sep 29 00:48:01 root@ldapserver-0.180 :~
>cat tls7_1.ldif
dn: cn=config
changetype: modify
add: olcTLSCACertificateFile
olcTLSCACertificateFile: /etc/openldap/certs/ca.cert.pem

Then we run 
ldapmodify -Y EXTERNAL -H ldapi:// -f tls7_1.ldif
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Validate the new values using slapchat.
slapcat -b "cn=config" | egrep "olcTLSCertificateFile|olcTLSCertificateKeyFile|olcTLSCACertificateFile"
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Now we edit the /etc/sysconfig/slapd file to add ldaps:/// to the SLAPD_URLS parameter
vi /etc/sysconfig/slapd
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vi /etc/openldap/ldap.conf

TLS_CACERTDIR   /etc/openldap/certs
TLS_CACERT /etc/openldap/certs/ca.cert.pem

Add the above in the file as below
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NOTE: Since we are using self signed certificate it is important to specify the CA certificate using TLS_CACERT or else you may get "TLS negotiation failure" during ldap client authentication. Alternatively you can choose to use TLS_REQCERT never for insecure communication and ignore any certificate checks

Then we restart the service to activate our changes

systemctl restart slapd
systemctl status slapd
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Validate TLS connectivity for LDAP
To make sure that TLS for LDAP is working properly, we can check it by passing the -ZZ option to ldapsearch.
Thus, we’re telling ldapsearch to establish a TLS connection.
ldapsearch -x –ZZ
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Now since we have our LDAP server is ready with TLS certificates, next we will configure ldap client to authenticate with ldap server

Install Openldap client packages on client or database server
First let us install all the required openldap client and dependent packages
Since we plan to use authconfig to configure ldap client for our RHEL/CentOS 7 Linux node, we only install SSSD and authconfig packages. oddjob-mkhomedir is required to be able to create active directory user's home directory automatically.

yum install authconfig authconfig-gtk openldap-clients sssd oddjob-mkhomedir.x86_64 –y
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If you wish to configure LDAP client using nslcd, then you must install nss-pam-ldapd, pam_ldap. We will only use SSSD hence will not cover this part in our tutorial

Configure LDAP client or database server to authenticate with LDAP server. But in this case here, I will configure in server where database is running.
Before you start make sure you copy /etc/openldap/cacerts/ca.cert.pem from the ldap-server to ldap-client in the same location under /etc/openldap/cacerts/ca.cert.pem. This key will be referred by the authconfig tool
scp root@ldapserver.hopto.org:/etc/openldap/certs/ca.cert.pem /etc/openldap/cacerts/
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Method 1: Using authconfig-tui
Configuring a client system to use an LDAP directory for user authentication is as easy as pie on a Fedora or RHEL system. Fedora has command-line utilities as well as GUI tools (for example, system-config-authentication, authconfig-gtk) that make it easy.
One of the command-line tools is provided by the package authconfig. To launch the tool from the command line, type the following:
authconfig-tui
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· In the Authentication Configuration screen, navigate to (using TAB on your keyboard) and then select (using SPACEBAR on your keyboard) the following:
Use LDAP → Under the User Information section
Use LDAP Authentication → Under the Authentication section

· Navigate to the Next button and press ENTER to select it.
[image: ]
· Use the following information to complete the fields in the ensuing LDAP Settings screen:
As seen above, make sure you put the hostname. If you decide to use the ip address, tls will not work because the certificates did not define that.

Here 192.168.0.180 is the IP address of my ldap-server, replace it with your server details

· When we click OK, this will automatically change a series of files that otherwise would have to be changed by hand. For example, it will add the following lines to the /etc/openldap/ldap.conf file:

URI ldap:// ldapserver.hopto.org/
BASE dc=hopto,dc=org
TLS_CACERTDIR /etc/openldap/certs
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Open the file as shown and make sure you modify /etc/openldap/cacerts to /etc/openldap/certs as per my case

Add the following  TLS_REQCERT nerver as seen below
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Method 2: Using authconfig CLI
You can also configure ldap on the client using authconfig as shown below

[root@ldap-client ~]# authconfig --enableldap --enableldapauth --ldapserver=192.168.0.180 --ldapbasedn="dc=hopto,dc=org" --enableldaptls –update

Since we have already configured client using authconfig-tui, we will skip the configuration using authconfig.


If you get "Could not start TLS encryption. TLS: hostname does not match CN in peer certificate" error in /var/log/messages after restarting sssd then it means your client's hostname is not configured to use the CA certificate. In such case you must have a proper certificate generated for this client of use SAN certificate on the ldap server. Alternatively you can disable TLS check using TLS_REQCERT never in /etc/openldap/ldap.conf and also ldap_id_use_start_tls = False in /etc/sssd/sssd.conf. But this will disable the TLS communication hence making the system insecure.


Configure oddjob-mkhomedir to auto create home directories
We can use oddjob-mkhomedir to create home directories automatically for any ldap user which logs into the client node. This requires pam_mkhomedir.so provided by ddjob-mkhomedir which we had already installed earlier.
Modify the PAM configuration to use pam_oddjob_mkhomedir. For example, add this line at the bottom of /etc/pam.d/system-auth:
vi /etc/pam.d/system-auth
session     required      pam_oddjob_mkhomedir.so
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Next enable and start oddjobd.service
systemctl enable oddjobd.service –now
systemctl status oddjobd.service
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systemctl restart sssd.service
systemctl status sssd.service -l
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Make sure you run the status with the –l to make sure you don’t have errors

Create LDAP user (Optional)
You can ignore this step if you already a ldap user.
In order to authenticate as an LDAP user, when we create the user, we have to include a series of fields, such as shell, uid, gid, etc. As an example, let’s add the user edbuser. We begin by creating the edbuser.ldif file, with the following content:
ON MY LDAP SERVER, I DID THE FOLLOWING.

>user add edbuser
[Sun Oct 04 15:40:18 root@ldapserver-0.180 :~
 [Sun Oct 04 15:40:21 root@ldapserver-0.180 :~
>su - edbuser
[edbuser@ldapserver ~]$ slappasswd
New password: 
Re-enter new password: 
{SSHA}6krwkeRuw9h+0fsIR6bdJ7d4dCOdjsK1
[edbuser@ldapserver ~]$

ON MY CLIENT, I CREATE THE FILES BELOW FOR THE USER
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dn: uid=edbuser,ou=users,dc=hopto,dc=org
uid: edbuser
cn: edbuser
objectClass: shadowAccount
objectClass: top
objectClass: person
objectClass: inetOrgPerson
objectClass: posixAccount
userPassword: {SSHA}6krwkeRuw9h+0fsIR6bdJ7d4dCOdjsK1
shadowLastChange: 17016
shadowMin: 0
shadowMax: 99999
shadowWarning: 7
loginShell: /bin/bash
uidNumber: 1001
gidNumber: 1001
homeDirectory: /home/edbuser
sn: edbuser
mail: edbuser@gmail.com

As see above, I already created an encrypted password for edbuser using slappasswd on ldap-server node. My password for edbuser is postgres


Create LDAP group (Optional)
You can ignore this step if you already a ldap group.
Also we will need a group for this edbuser so I will add it to our existing OU "users"
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cat groups.ldif
dn: cn=edbuser,ou=users,dc=hopto,dc=org
objectClass: posixGroup
objectClass: top
cn: edbuser
userPassword: {crypt}x
gidNumber: 1001

Add user and group to LDAP database (Optional)
Add the users and groups to the ldap directory using the below commands
ldapadd -f edbuser.ldif -x -D cn=admin,dc=hopto,dc=org -w postgres
ldapadd -x -D cn=admin,dc=hopto,dc=org -f groups.ldif -w postgres
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If you are getting ldap_add: Invalid syntax (21); additional info: objectClass: value #0 invalid per syntax while executing above command then you must load nis.ldif using
# ldapadd -Y EXTERNAL -H ldapi:// -f /etc/openldap/schema/nis.ldif
SASL/EXTERNAL authentication started
SASL username: gidNumber=0+uidNumber=0,cn=peercred,cn=external,cn=auth
SASL SSF: 0
adding new entry "cn=nis,cn=schema,cn=config"
and then re-try the ldapadd command for user/group.

Validate the new user and group (Optional)
Run the ldapsearch command again and verify users and groups are listed under the base DN to complete the configuration.
ldapsearch -x -D cn=admin,dc=hopto,dc=org -b dc=hopto,dc=org -w postgres
[image: ]
Connect via LDAP User
Since we have installed oddjob, so we don't need to create ldap user's home directory manually and it will created during the first login of the user. Now we’ll be able to authenticate with an LDAP user
su – edbuser
whoami
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If your not able to su as the user, you can restart sssd

Next is the installation of postgres

yum -y install https://dl.fedoraproject.org/pub/epel/epel-release-latest-7.noarch.rpm
yum -y install https://yum.enterprisedb.com/edb-repo-rpms/edb-repo-latest.noarch.rpm
sed -i 's/<username>/benson.yerimah/g' /etc/yum.repos.d/edb.repo
sed -i 's/<password>/FDQsxz8UnheMvcUti/g' /etc/yum.repos.d/edb.repo

y
 -y
/usr/edb/as12/bin/edb-as-12-setup initdb
systemctl start edb-as-12

su – enterprisedb
:> .bash_profile
vi .bash_profile
export PGDATA=/var/lib/edb/as12/data
export PATH=/usr/edb/as12/bin:$PATH
export PGDATABASE=edb
export PGUSER=enterprisedb
export PGPORT=5444
export PGHOME=/var/lib/edb
export PGLOCALEDIR=/usr/edb/as12/share/locale

vi pg_hba.conf
host   all               all           0.0.0.0/0  ldap ldapserver=192.168.0.180 ldapport=389 ldaptls=1 ldapprefix="uid=" ldapsuffix=",ou=users,dc=hopto,dc=org"
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Test connection from same hosts..

psql -h ldapclient.hopto.org -d edb -U edbuser
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TESTING THIS SAME CONNECTION FROM  ANOTHER CLIENT SERVER WITH NO SETUP.. JUST psql utility installed.
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This works fine.

TEST CASE AND ADDING USER.
psql -h ldapclient.hopto.org -d edb -U yerima
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Inorder to get the above user to login, first I add the user in the postgres server (database)
create role yerima with login superuser password 'postgres';
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Note that even after creating the user, I cant login.
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Next step will be to add the user in ldap server
On the ldap server, I added the user and created the password.

[Sun Oct 04 21:01:22 root@ldapserver-0.180 :~
>useradd yerima
[Sun Oct 04 21:01:28 root@ldapserver-0.180 :~
>su - yerima
[yerima@ldapserver ~]$ slappasswd
New password: 
Re-enter new password: 
{SSHA}KO6401S2IL/TgkIYU3u6DpoTF7KoYYnX
 [yerima@ldapserver ~]$ id
uid=1002(yerima) gid=1002(yerima) groups=1002(yerima) context=unconfined_u:unconfined_r:unconfined_t:s0-s0:c0.c1023
[yerima@ldapserver ~]$

Created the ldif file for yerima
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Now I add the user and group to the ldap database

ldapadd -f yerima.ldif -x -D cn=admin,dc=hopto,dc=org -w postgres
ldapadd -x -D cn=admin,dc=hopto,dc=org -f groupyerima.ldif -w postgres
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Now let’s test the connection again from another host.
psql -h ldapclient.hopto.org -d edb -U yerima
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What if we setup streaming replication for the servers?

I was able to setup streaming replication with the following files setup on the master..
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SO we could see that streaming replication is working fine but when we try to connect to the standby server, we get the error as seen below..
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And this is because the standby server as needs to be setup to accept encrypted connections. So we need to setup and also copy the certs files to this server.
So we will need to repeat the following steps on the standby server.

Install Openldap client packages for standby
First let us install all the required openldap client and dependent packages
Since we plan to use authconfig to configure ldap client for our RHEL/CentOS 7 Linux node, we only install SSSD and authconfig packages. oddjob-mkhomedir is required to be able to create active directory user's home directory automatically.

yum install authconfig authconfig-gtk openldap-clients sssd oddjob-mkhomedir.x86_64 –y
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Configure LDAP client or database server to authenticate with LDAP server. But in this case here, I will configure in server where database is running.
scp root@ldapserver.hopto.org:/etc/openldap/certs/ca.cert.pem /etc/openldap/cacerts/
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Method 1: Using authconfig-tui
Configuring a client system to use an LDAP directory for user authentication is as easy as pie on a Fedora or RHEL system. Fedora has command-line utilities as well as GUI tools (for example, system-config-authentication, authconfig-gtk) that make it easy.
One of the command-line tools is provided by the package authconfig. To launch the tool from the command line, type the following:
authconfig-tui
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· In the Authentication Configuration screen, navigate to (using TAB on your keyboard) and then select (using SPACEBAR on your keyboard) the following:
Use LDAP → Under the User Information section
Use LDAP Authentication → Under the Authentication section

· Navigate to the Next button and press ENTER to select it.
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· Use the following information to complete the fields in the ensuing LDAP Settings screen:
As seen above, make sure you put the hostname. If you decide to use the ip address, tls will not work because the certificates did not define that.

Here 192.168.0.180 is the IP address of my ldap-server, replace it with your server details

· When we click OK, this will automatically change a series of files that otherwise would have to be changed by hand. For example, it will add the following lines to the /etc/openldap/ldap.conf file:

URI ldap:// ldapserver.hopto.org/
BASE dc=hopto,dc=org
TLS_CACERTDIR /etc/openldap/certs
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Open the file as shown and make sure you modify /etc/openldap/cacerts to /etc/openldap/certs as per my case

Add the following  TLS_REQCERT nerver as seen below
[image: ]


Configure oddjob-mkhomedir to auto create home directories
We can use oddjob-mkhomedir to create home directories automatically for any ldap user which logs into the client node. This requires pam_mkhomedir.so provided by ddjob-mkhomedir which we had already installed earlier.
Modify the PAM configuration to use pam_oddjob_mkhomedir. For example, add this line at the bottom of /etc/pam.d/system-auth:
vi /etc/pam.d/system-auth
session     required      pam_oddjob_mkhomedir.so

[image: ]

Next enable and start oddjobd.service
systemctl enable oddjobd.service –now
systemctl status oddjobd.service
[image: ]

[image: ]

Also restart sssd.service

systemctl restart sssd.service
systemctl status sssd.service -l
[image: ]
Make sure you run the status with the –l to make sure you don’t have errors
After the above configuration on the standby, everything works fine now..

[image: ]
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>cd /etc/openldap/slapd.d/cn=config/
[Mon Sep 28 23:26:55 root@ldapserver-0.180 :/etc/openldap/slapd.d/cn=config

11

total 20

drwxr-x---. 2 ldap
1 ldap
1 ldap
1 ldap
1 ldap
1 ldap

dap
dap
dap
dap
dap
dap

29
378
513
443
562
710

sep
Sep
Sep
Sep
Sep
Sep

28
28
28
28
28
28

23:
23:
23:
23:
23:
23:
[Mon Sep 28 23:26:57 root@ldapserver-0.180 :/etc/openldap/slapd.d/cn=config

05
05
05
05
05
25

cn=schema

cn=schema. ldif
olcbatabase={0}config.ldif
olcbatabase={-1}frontend.ldif
olcDatabase={1}monitor.ldif
olcDatabase={2}hdb. 1dif
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>cat my config3.ldif
dn: olcDatabase={1}monitor,cn=config

changetype: modify

replace: olcAccess

olcAccess: {0}to * by dn.base="gidNumber=0+uidNumber=e, cn=peercred, cn=external, cn=auth” read by dn.base="cn=admin,dc=hopto,dc=org" read by *
none

[Mon Sep 28 23:29:44 root@ldapserver-0.180 :~

>

[Mon Sep 28 23:29:46 root@ldapserver-0.180 :~

>ldapmodify -Y EXTERNAL -H ldapi:/// -f my_config3.ldif ——= >

SASL/EXTERNAL authentication started

SASL username: gidNumber=0+uidNumber=0,cn=peercred, cn=external, cn=auth

SASL SSF: ©

nodifying entry "olcDatabase={1}monitor,cn=config"

[Mon Sep 28 23:30:06 root@ldapserver-0.180
N
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>ldapsearch -Y EXTERNAL -H ldapi:/// -b c
SASL/EXTERNAL authentication started
SASL username: gidNunber=0+uidNunber=0, cn-peercred, cn=external, cn=auth
SASL SSF: 0

# extended LDIF

onfig olcDatabase=\* —~——on

LDAPYV3.
base <cn=config> with scope subtree
filter: olcDatabase=*

requesting: ALL

# {-1}frontend, config
dn: olcDatabase={-1}frontend, cn-config
objectClass: olcDatabaseConfig
objectClass: olcFrontendConfig
olcbatabase: {-1}frontend

# {o}config, config

dn: olcatabase={0}config, cn=config

objectClass: olcDatabaseConfig

olcDatabase: {0}config

olcAccess: {0}to * by dn.base="gidNumber-0+uidNumber=0, cn=peercred, cn=external
,cn=auth” manage by * none

# {1}monitor, config

dn:_olcDatabase{1}monitor, cn-config

objectClass: olcDatabaseConfig

olcDatabase: {1}nonitor

olcAccess: {0}to * by dn.base="gidNuber-0+uidNumber=0, cn=peercred, cn=external
. cn=auth read by dn.base="cn=admin, dc=hopto, dc=org" read by * none

# {2}hdb, config

dn: olcDatabase={2}hdb, cn~config

objectClass: olcDatabaseConfig

objectClass: olcdbConfig

olcbatabase: {2thdb

olcobbirectory: /var/lib/ldap

olcbbIndex: objectClass eq,pres

olcbbIndex: ou,cn,mail,surname, givenname eq,pres, sub
olcsuffix: de=hopto, dczorg

lcRoOtDN: cr=admin, dc=hopto, dc=org

OlCROOtPH: {SSHA}CSINOR6Ra/CNYE+HOXNLYAGEPSGSUGH)

# search result
search: 2
result: 0 Success

# nunResponses: 5
# nunEntries: 4
[ion Sep 26 23:31:55 root@ldapserver-0.180 i~
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>s laptest -u ——

config file testing succeeded

[Mon Sep 28 23:35:41 root@ldapserver-0.180 :~
5|





image9.png
>1dapadd -f example.ldif -D cn=admin,dc=hopto,dc=org -w postgres
adding new entry "dc=hopto,dc=org"

[Mon Sep 28 23:40:12 root@ldapserver-0.180 :~
S
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>ldapsearch -x -b dc=hopto,dc=org —
extended LDIF

#
#
# LDAPV3

4 base <dc=hopto,dc=org> with scope subtree
# filter: (objectclass=*)

# requesting: ALL

#

# hopto.org

dn: dc=hopto,dc=org
objectClass: dcObject
objectClass: organization
dc: hopto

o: hopto

# search result
search: 2
result: 0 Success

# numResponses: 2

# numEntries: 1

[Mon Sep 28 23:41:16 root@ldapserver-0.180 :~
N
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>vi users.ldif

[Mon Sep 28 23:45:04 root@ldapserver-0.180 :~

>cat users.ldif ——

dn: ou=users,dc=hopto,dc=org

objectClass: organizationalUnit

ou: users

[Mon Sep 28 23:45:20 root@ldapserver-0.180 :~

>ldapadd -f users.ldif -D cn=admin,dc=hopto,dc=org -w postgres
adding new entry "ou=users,dc=hopto,dc=org"

[Mon Sep 28 23:46:12 root@ldapserver-0.180 :~
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>1dapadd -f benson.ldif -x -D cn=admin,dc=hopto,dc=org -w postgres
adding new entry "cn=benson of edb,ou=users,dc=hopto,dc=org"
ldap_add: Invalid syntax (21)

additiomal info: objectClass: value #0 invalid per syntax

[Mon Sep 28 23:52:58 root@ldapserver-0.180 :~
|
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>11 /eti/upenldap/schema/; —

total 312

“F--F--T--. root root 2036 Jan 29 2019 collective.ldif
-r--r--r- root root 6190 Jan 29 2019 collective.schema
“r--r--r- root root 1845 Jan 29 2019 corba.ldif
“r--r--r- root root 8063 Jan 29 2019 corba.schema
“r--r--r- root root 20612 Jan 29 2019 core.ldif
“F--r--r- root root 20499 Jan 29 2019 core.schema
e

root root 73994 Jan 29 2019 cosine.schema

root root 4842 Jan 29 2019 duaconf.ldif

root root 10388 Jan 29 2019 duaconf.schema

root root 3330 Jan 29 2019 dyngroup.ldif

root root 3289 Jan 29 2019 dyngroup.schema

root root 3481 Jan 29 2019 inetorgperson.ldif ——

T

-r--r--r-
-r--r--r-
ELEEY SR BRI
-r--r--r-
-r--r--r-
-r--r--r-

1
1
1
1
1
1
1 root root 12006 Jan 29 2019 cosine.ldif
1
1
1
1
1
1
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gldapadd -Y EXTERNAL ldapi:// -f /etc/openldap/schema/inetorgperson.ldif]

[SASL/EXTERNAL authentication started
SASL username: gidNumber=0+uidNumber=0,cn=peercred,cn=external,cn=auth
SASL SSF: 0
adding new entry "cn=inetorgperson,cn=schema,cn=config"
[ldap_add: Other (e.g., implementation specific) error (80;//)
additional info: olcObjectClasses: AttributeType ot found: "audio"

[Mon Sep 28 23:56:21 root@ldapserver-0.180 :~
B
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gldapadd -Y EXTERNAL -H ldapi:// -f /etc/openldap/schema/cosine.ldif]
SASL/EXTERNAL authentication started

SASL username: gidNumber=0+uidNumber=0,cn=peercred,cn=external,cn=auth
SASL SSF: @

adding new entry "cn=cosine,cn=schema,cn=config"

[Mon Sep 28 23:58:02 root@ldapserver-0.180 :~
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>ldapadd -Y EXTERNAL -H ldapi:// -f /etc/openldap/schema/inetorgperson.ldif ——
[SASL/EXTERNAL authentication started

SASL username: gidNumber=0+uidNumber=0,cn=peercred,cn=external,cn=auth

SASL SSF: 0

adding new entry "cn=inetorgperson,cn=schema,cn=config"
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>ldapadd -Y EXTERNAL -H ldapi:// -f /etc/openldap/schema/nis.ldif _—
SASL/EXTERNAL authentication started
SASL username: gidNumber=0+uidNumber=0,cn=peercred,cn=external,cn=auth

SASL SSF: 0
adding new entry "cn=nis,cn=schema,cn=config"

[Tue Sep 29 00:00:07 root@ldapserver-0.180 :~
| ]
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>1dapadd -f benson.ldif -x -D cn= admln dc=hopto,dc=org -w postgres
adding new entry "cn=benson of edb,ou=users,dc=hopto,dc=org"

[Tue Sep 29 00:01:13 root@ldapserver-0.180 :~
N
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> ldapadd -f group.ldif -x -D cn=admin,dc=hopto,dc=org -w postgres——
adding new entry "cn=edbsupport,ou=users,dc=hopto,dc=org"

[Tue Sep 29 00:08:02 root@ldapserver-0.180 :~
N
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>openssl genrsa -des3 -out ca.key 4096
Generating RSA private key, 4096 bit long modulus

e is 65537 (0x10001)

Enter pass phrase for ca.key:

Verifying - Enter pass phrase for ca.key:
[;ue Sep 29 00:15:29 root@ldapserver-0.180 :~
N
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>openssl req -new -x509 -days 365 -key ca.key -out ca.cert.pem
Enter pass phrase for ca.key:

You are about to be asked to enter information that will be incorporated

into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter '.', the field will be left blank.

Country Name (2 letter code) [XX]:US—

State or Province Name (full name) []:Maryland —

Locality Name (eg, city) [Default City]:Germantown —

Organization Name (eg, company) [Default Company Ltd]:bensonltd —
Organizational Unit Name (eg, section) []:bensonltd _——

Common Name (eg, your name or your server's hostname) []:ldapserver.hopto.org —
Email Address []:benson.yerimah@enterprisedb.com _—

ITue Senp 29 0A:-18:50 root@ldancserver-0 180
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[>openssl genrsa -out ldap.hopto.org.key 4096 —
Generating RSA private key, 4096 bit long modulus

e is 65537 (0x10001)
[Tue Sep 29 00:27:27 root@ldapserver-0.180 :~
S
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>openssl req -new -key ldap.hopto.org.key -out ldap.hopto.org.csr—

You are about to be asked to enter information that will be incorporated
into your certificate request.

[What you are about to enter is what is called a Distinguished Name or a DN.
[There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter '.', the field will be left blank.

Country Name (2 letter code) [XX]:US —

State or Province Name (full name) []:Maryland ~—

Locality Name (eg, city) [Default City]:Germantown —

Organization Name (eg, company) [Default Company Ltd]:bensonltd —
Organizational Unit Name (eg, section) []:bensonltd _

Common Name (eg, your name or your server's hostname) []:ldapserver.hopto.org
Email Address []:benson.yerimah@enterprisedb.com _
Please enter the following 'extra' attributes

to be sent with your certificate request

A challenge password []:postgres

JAn optional company name []:postgres

[Iue Sep 29 00:31:18 root@ldapserver-0.180 :~
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>openssl x509 -req -in ldap.hopto.org.csr -CA ca.cert.pem -CAkey ca.key -out ldap.hopto.org.crt -CAcreateserial -days 365 -sha256 -extfile
server_cert_ext.cnf

Signature ok
subject=/C=US/ST=Maryland/L=Germantown/0=bensonltd/OU=bensonltd/CN=1dapserver.hopto.org/emailAddress=benson.yerimah@enterprisedb.com
Getting CA Private Key

Enter pass phrase for ca.key:
[Iue Sep 29 00:33:45 root@ldapserver-0.180 :
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;cp -v idap.huptu.urg.crt;ldab.huptu.urg.key /etc/openldap/certs/
‘ldap.hopto.org.crt’ -> ‘/etc/openldap/certs/ldap.hopto.org.crt’
‘ldap huptu.urg key’ -> /etc/upenldap/certs/ldap hopto.org.key’

.
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;cp B Ea.cert.pem /etc/uﬁenlﬂap/certs/
‘ca.cert.pem’ -> ‘/etc/openldap/certs/ca.cert.pem’
[Tue Sep 29 00:38:38 root@ldapserver-0.180 :~

S |
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>slapcat -b "cn=config" | egrep "olcTLSCertificateFile|olcTLSCertificateKeyFile"
olcTLSCertificateFile: "OpenLDAP Server"

olcTLSCertificateKeyFile: /etc/openldap/certs/password

[:ue Sep 29 00:40:20 root@ldapserver-0.180 :~
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>ldapmodify -Y EXTERNAL -H ldapi:// -f tls7.1ldif
SASL/EXTERNAL authentication started

SASL username: gidNumber=0+uidNumber=0,cn=peercred,cn=external,cn=auth
SASL SSF: 0

modifying entry "cn=config"

[Tue Sep 29 00:46:08 root@ldapserver-0.180 :~
x|
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>ldapmodify -Y EXTERNAL -H ldapi:// -f tls7_1.ldif —

SASL/EXTERNAL authentication started

SASL username: gidNumber=0+uidNumber=0,cn=peercred,cn=external,cn=auth
SASL SSF: 0

nodifying entry "cn=config"

[Tue Sep 29 00:48:17 root@ldapserver-0.180 :~
]
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olcTLSCer ile: /etc/openldap/certs/ldap.hopto.org.crt
olcTLSCertificateKeyFile: /etc/openldap/certs/ldap.hopto.org.key
olcTLSCACertificateFile: /etc/openldap/certs/ca.cert.pem

[:ue Sep 29 00:49:44 root@ldapserver-0.180 :~
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OpenLDAP server configuration
see 'man slapd' for additional information

53

l# Where the server will run (-h option)

[# - ldapi:/// is required for on-the-fly configuration using client tools
#  (use SASL with EXTERNAL mechanism for authentication)

l# - default: ldapi:/// ldap:///

l# - example: ldapi:/// ldap://127.0.0.1/ ldap://10.0.0.1:1389/ ldaps:///
SLAPD_URLS="1ldapi:/// ldap:/// ldapsf@///"

[# Any custom options

[#SLAPD_OPTIONS=""

j# Keytab location for GSSAPI Kerberos authentication
[#KRB5_KTNAME="FILE:/etc/openldap/ldap.keytab"
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# LDAP Defaults
#

# See ldap.conf(5) for details
# This file should be world readable but not world writable.

#BASE ~ dc=example,dc=com
#URT ldap://ldap.example.com ldap://ldap-master.example.com:666

#SIZELIMIT 12
#TIMELIMIT 15
#DEREF never

TLS_CACERTDIR  /etc/openldap/certs __‘\::)

TLS_CACERT /etc/openldap/certs/ca.cert.pem

# Turning this off breaks GSSAPI used with krb5 when rdns = false
SASL_NOCANON on
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R

>systemctl restart slapd
[Tue Sep 29 00:57:25 root@ldapserver-0.180 :~
>systemctl status slapd
o slapd.service - OpenLDAP Server Daemon
Loaded: loaded (/usr/lib/systemd/system/slapd.service; enabled; vendor preset: disabled)
Active: active (running) since Tue 2020-09-29 00:57:25 EDT; 9s ago
Docs: man:slapd
man:slapd-config
man:slapd-hdb
man:slapd-mdb
file:///usr/share/doc/openldap-servers/guide.html
Process: 5601 ExecStart=/usr/sbin/slapd -u ldap -h ${SLAPD_URLS} $SLAPD_OPTIONS (code=exit
Process: 5563 ExecStartPre=/usr/libexec/openldap/check-config.sh (code=exited, status=0/SU





image34.png
>ldapsearch -x -2z
extended LDIF

#
#
[# LDAPV3

[# base <> (default) with scope subtree
# filter: (objectclass=*)

[# requesting: ALL

#

# search result
search: 3
result: 32 No such object

j# numResponses: 1
[Tue Sep 29 00:58:55 root@ldapserver-0.180 :~
-
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>yum install authconfig authconfig-gtk openldap-clients sssd oddjob-mkhomedir.x86_64 -y
Loaded plugins: fastestmirror, langpacks
Loading mirror speeds from cached hostfile
* base: mirror.math.princeton.edu
* extras: linux.cc.lehigh.edu
* updates: mirror.cogentco.com
Package authconfig-6.2.8-30.e17.x86_64 already installed and latest version
Package oddjob-mkhomedir-0.31.5-4.e17.x86_64 already installed and latest version
Resolving Dependencies
--> Running transaction check
--> Package authconfig-gtk.x86_64 0:6.2.8-30.el7 will be installed
-> Processing Dependency: usermode-gtk for package: authconfig-gtk-6.2.8-30.el7.x86_64
--> Package openldap-clients.x86_64 0:2.4.44-21.el7_6 will be installed
--> Package sssd.x86_64 0:1.16.4-37.el7_8.4 will be installed

-> Processing Dependency: sssd-proxy = 1.16.4-37.el7_8.4 for package: sssd-1.16.4-37.el7_8.4.x86_64
-> Processing Dependency: sssd-ldap = 1.16.4-37.el7_8.4 for package: sssd-1.16.4-37.el7_8.4.x86_64
-> Processing Dependency: sssd-krb5 = 1.16.4-37.el7_8.4 for package: sssd-1.16.4-37.el7_8.4.x86_64
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[Sun Oct 04 14:26:20 root@ldapclient-0.181 :~

>scp root@ldapserver.hopto.org:/etc/openldap/certs/ca.cert.pem /etc/openldap/certs/ —

[The authenticity of host 'ldapserver.hopto.org (192.168.0.180)' can't be established.

ECDSA key fingerprint is SHA256:KucM3dTsPFk/1c2AeEXdHcDjwp/LLXyGPOMh3z5E7Ko.

ECDSA key fingerprint is MD5:8e:c8:8c:ed:8c:76:d8:e2:ac:38:ad:a0:fa:17:69:ce.

|Are you sure you want to continue connecting (yes/no)? yes

Warning: Permanently added 'ldapserver.hopto.org,192.168.0.180' (ECDSA) to the list of known hosts.

root@ldapserver.hopto.org's password:

ca.cert.pem 100% 2204 1.9MB/s 00:00

[Sun Oct 04 14:27:16 root@ldapclient-0.181 :~

>cd /etc/openldap/certs/

[Sun Oct 04 14:27:24 root@ldapclient-0.181 :/etc/openldap/certs

>11

total 68

-rw-r--r--. 1 root root 2204 Oct 4 14:27 ca.cert.pem —

. 1 root root 65536 Sep 25 15:58 cert8.db

. 1 root root 16384 Sep 25 15:58 key3.db
1
1

. root root 45 Sep 25 15:58 password
SrW-r--r--. root root 16384 Sep 25 15:58 secmod.db
[Sun Oct 04 14:27:25 root@ldapclient-0.181 :/etc/openldap/certs
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IFue Edit View Search Terminal Help

—————— Authentication Configuration ——
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—————— LDAP Settings —
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#SIZELIMIT 12

#TIMELIMIT 15

#DEREF never

ITLS_CACERTDIR /etc/openldap/cacerts

ITLS_REQCERT never

# Turning this off breaks GSSAPI used with krb5 when rdns = false
SASL_NOCANON on

URI ldap://ldapserver.hopto.org/

BASE dc=hopto,dc=org
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Totoo LUl ypLiviidi palll_o)yos LEllid. ouU

lsession [success=1 default=ignore] pam_succeed_if.so service in crc
session required pam_unix.so

session optional pam_sss.so

session required [Ham_oddjob_mkhomedir.so ~_

-- INSERT --
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>systemctl enable oddjobd.service --noOW ———
Created symlink from /etc/systemd/system/multi-user.target.wants/oddjobd.service to /usr/lib/systen
‘tem/oddjobd.service.
[Sun Oct 04 15:17:47 root@ldapclient-0.181 :/etc/openldap/certs
>systemctl status oddjobd.service ——
@ oddjobd.service - privileged operations for unprivileged applications
Loaded: loaded (/usr/lib/systemd/system/oddjobd.service; enabled; vendor preset: disabled)
Active: active (running) since Sun 2020-10-04 15:17:47 EDT; 14s ago
Main PID: 4060 (oddjobd)
Tasks: 1
CGroup: /system.slice/oddjobd.service
L-4060 /usr/sbin/oddjobd -n -p /var/run/oddjobd.pid -t 300

Oct 04 15:17:47 ldapclient.hopto.org systemd[1]: Started privileged operations for unprivileged ap
Hint: Some lines were ellipsized, use -1 to show in full.
[Eun Oct 04 15:18:01 root@ldapclient-0.181 :/etc/openldap/certs
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>systemctl status sssd -1
o sssd.service - System Security Services Daemon
Loaded: loaded (/usr/lib/systemd/system/sssd.service; enabled; vendor preset: disabled)
Active: active (running) since Sun 2020-10-04 18:35:29 EDT; 3s ago
Main PID: 7712 (sssd)

Tasks: 5

CGroup: /system.slice/sssd.service

Oct 04 18:35:
Oct 04 18:35:
Oct 04 18:35:
Oct 04 18:35:
h schema set
ake sure the
Oct 04 18:35:
Oct 04 18:35:
Oct 04 18:35:
Oct 04 18:35:

29 ldapclient

—7712 /usr/sbin/sssd -i --logger=files

—7716 /usr/libexec/sssd/sssd_be --domain default --uid 0 --gid 0 --logger=files
—7718 /usr/libexec/sssd/sssd_nss --uid 0 --gid 0 --logger=files

—7719 /usr/libexec/sssd/sssd_pam --uid 0 --gid 0 --logger=files

'—7720 /usr/libexec/sssd/sssd_autofs --uid 0 --gid O --logger=files

.hopto.org systemd[1]: Starting System Security Services Daemon...
29 ldapclient.
29 ldapclient.
29 ldapclient.

hopto.org sssd[7712]: Starting up
hopto.org sssd[be[default]][7716]: Starting up
hopto.org sssd[be[default]][7716]: Your configuration uses the autofs provider wit

to rfc2307 and default attribute mappings. The default map has changed in this release, please n

configuration

29 ldapclient.

29 ldapclient

29 ldapclient

matches the server attributes.
hopto.org sssd[nss][7718]: Starting up

.hopto.org sssd[pam][7719]: Starting up
29 ldapclient.

hopto.org sssd[autofs][7720]: Starting up

.hopto.org systemd[1]: Started System Security Services Daemon.

[Eun Oct 04 18:35:33 root@ldapclient-0.181 :/etc/openldap
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>vi edbuser.ldif

[Sun Oct 04 15:45:47 root@ldapclient-0.181 :~
>cat edbuser.ldif

dn: uid=edbuser,ou=users,dc=hopto,dc=org
uid: edbuser

cn: edbuser

objectClass: shadowAccount

objectClass: top

objectClass: person

objectClass: inetOrgPerson

objectClass: posixAccount

userPassword: {SSHA}6krwkeRuw9h+0fsIR6bdJ7d4dC0djsK1
shadowLastChange: 17016

shadowMin: 0

shadowMax: 99999

shadowWarning: 7

loginShell: /bin/bash

uidNumber: 1001

gidNumber: 1001

homeDirectory: /home/edbuser

sn: edbuser

mail: edbuser@gmail.com
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>vi groups.ldif

[Sun Oct 04 15:51:36 root@ldapclient-0.181 :~
>cat groups.ldif

dn: cn=edbuser,ou=users,dc=hopto,dc=org
objectClass: posixGroup

objectClass: top

cn: edbuser

userPassword: {crypt}x

gidNumber: 1001

[iun Oct 04 15:51:43 root@ldapclient-0.181 :~
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[Sun Oct 04 15:59:32 root@ldapclient-0.181 :~

>ldapadd -f edbuser.ldif -x -D cn=admin,dc=hopto,dc=org -w postgres_—_
adding new entry "uid=edbuser,ou=users,dc=hopto,dc=org"

[Sun Oct 04 15:59:43 root@ldapclient-0.181 :~

>ldapadd -x -D cn=admin,dc=hopto,dc=org -f groups.ldif -w postgres
adding new entry "cn=edbuser,ou=users,dc=hopto,dc=org"

[Sun Oct 04 16:00:35 root@ldapclient-0.181 :~
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>ldapsearch -x -D cn=admin,dc=hopto,dc=org -b dc=hopto,dc=org -w postgres ———
extended LDIF

#
#
# LDAPY3
# base <dc=hopto, dc=org= with scope subtree
¢ Filter: (objectclass=+)

# requesting: AL

¢

# hopto.org
dn: de=hopto, de=org
objectclass: dcobject
objectclass: organization

¢ users, hopto.org
dn: ou=users, dc=hopto, dc=org
objectclass: organizationalunit
ou: users

# benson of edb, users, hopto.or
dn: cn=benson of edb, ou=users, dc=hopto, dc=or
benson

benson of edb

B

sn: edp
objectClass: inetorgperson
userPassword: : cGozdGdyzxh=
uid: benson

¢ edbsupport, users, hopto.org
dn: cn=edbsupport, ou=users, de=hopto, dc=org

cn: edbsupport

objectclass: groupofiiames

member: cn-benson of edb, ou-users, dc=hopto, dc=org

¢ edbuser, users, hopto.org —
n: uid=edbuser, ou=users, dc=hopto, dc=org
uid: edbuser ———

cn: edbuser

objectClass: shadowaccount

objectClass: top

objectclass: person

objectClass: inetorgperson

objectclass: posixAccount

userPassword: : eINTSEFONTtyd2t1UnV30NgrMGZZSVI2YRKN2QOZENPZGPZS2E=

17016

shadowLastChange:
shadowttin: o





image47.png
[Sun Oct 04 17:59:45 root@ldapclient-0.181 :/etc/openldap/cacerts

>su - edbuser ——
Creating home directory for edbuser.

Last login: Sun Oct 4 16:35:28 EDT 2020 on pts/0
[edbuser@ldapclient ~]$ exit

logout
[Sun Oct 04 18:29:08 root@ldapclient-0.181 :/etc/openldap/cacerts

~
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[# "local" is for Unix domain socket connections only

j#local all all peer

[# IPv4 local connections:

host  all all 0.0.0.0/0 ldap ldapserver=192.168.0.180 ldapport=389 ldaptls=1 ldapprefix="uid=" ldapsuffi
[x=",ou=users,dc=hopto,dc=org"

host all all 127.0.0.1/32 ident

[# IPv6 local connections:

f#host all all ::1/128 ident

j# Allow replication connections from localhost, by a user with the

# replication privilege.

#local replication all peer
#host replication all 127.0.0.1/32 ident
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-bash-4.2¢
-bash-4.2¢ psql -h ldapclient.hopto.org -d edb -U edbuser

Password for user edbuser:
psql (12.4.5)
Type "help" for help.
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[Sun Oct 04 20:31:10 root@ldapepas-0.182

>su - enterprisedb
Last login: Sun Oct 4 19:27:34 EDT 2020 on pts/@

-bash-4.25 psql -h ldapclient.hopto.org -d edb -U edbuser
Password for user edbuser

psql (12.4.5)

[Type "help” for help.

edb=#





image1.png
- - root root 1691 Sep 25 16:05 anaconda-ks.cfg
rw-r root root 1739 Sep 25 16:15 initial-setup-ks.cfg
- rw-r root root 206 Sep 28 23:16
druxr-xr-x. 2 root root 6 Sep 25 16:45 test

[Mon Sep 28 23:19:06 root@ldapserver-0.180 :~

>cat my_config.ldif

dn: olcbatabase={2}hdb,cn=config

[changetype: modify

replace: olcsuffix

olcsuffix: dc=hopto,dc=org

dn: olcpatabase={2}hdb, cn=config

[changetype: modify

replace: 0lcRootDN

0LcRoOtDN: cn=admin,dc=hopto,dc=org

[:on Sep 28 23:19:13 root@ldapserver-0.180 :~
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-bash-4.2$
-bash-4.25 psql -h ldapclient.hopto.org -d edb -U yerima

Password for user yerima
psql: error: could not connect to server: FATAL: LDAP authentication failed for user "yerima" =

-bash-4.25 ||
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-bash-4.2$ psql -h ldapclient.hopto.org -d edb -U edbuser
Password for user edbuser:

psql (12.4.5)

Type "help" for help.

edb=# create role yerima with login superuser password 'postgres'; __
CREATE ROLE

edb=#

edb=# I
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>vi yerima.ldif

[Sun Oct 04 21:07:45 root@ldapserver-0.180 :~
>cat yerima.ldif

dn: uid=yerima,ou=users,dc=hopto,dc=org

uid: yerima

cn: yerima

objectClass: shadowAccount

objectClass: top

objectClass: person

objectClass: inetOrgPerson

objectClass: posixAccount

userPassword: {SSHA}K06401S2IL/TgkIYU3u6DpoTF7KoYYnX
shadowLastChange: 17016

shadowMin: 0@

shadowMax: 99999

shadowWarning: 7

loginShell: /bin/bash

uidNumber: 1002

gidNumber: 1002

homeDirectory: /home/yerima

sn: yerima
mail: yerima@gmail.com
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>vi groupyerima.ldif

[Sun Oct 04 21:10:37 root@ldapserver-0.180 :~
>cat groupyerima.ldif

dn: cn=yerima,ou=users,dc=hopto,dc=org
objectClass: posixGroup

objectClass: top

cn: yerima

userPassword: {crypt}x

gidNumber: 1002

[Sun Oct 04 21:10:47 root@ldapserver-0.180 :~

N |
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[Sun Oct 04 21:12:28 root@ldapserver-0.180 :~
>ldapadd -f yerima.ldif -x -D cn=admin,dc=hopto,dc=org -w postgres ——
adding new entry "uid=yerima,ou=users,dc=hopto,dc=org"

[Sun Oct 04 21:12:42 root@ldapserver-0.180 :~
>ldapadd -x -D cn=admin,dc=hopto,dc=org -f groupyerima.ldif -w postgres —
adding new entry "cn=yerima,ou=users,dc=hopto,dc=org"

[Sun Oct 04 21:13:12 root@ldapserver-0.180 :~

N
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[Sun Oct 04 21:22:07 root@ldapepas-0.182 :
[>su - enterprisedb

Last login: sun oct 4 20
-bash-4.25

-bash-4.25 psql -h ldapclient.hopto.org -d edb -U yerima ___

Password for user yerima
psql (12.4.5)
[Type "help” for help.

112 EDT 2020 on pts/0

edb:
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# TYPE DATABASE USER ADDRESS METHOD

# "local” is for Unix domain socket connections only

local  all all peer

# TPv4 local connections:

host  all all 0.0.0.0/0 ldap ldapserver=192.168.0.180 ldapport=389 ldaptls=1 ldapprefix="uic Jou=users, dc=hopto, dc=org"  ——
host  all all 127.0.0.1/32 iden

# 1Pv6 local connections:

#host  all all /128 ident

# Allow replication connections from localhost, by a user with the
# replication privilege.

#local replication  all peer
host  replication all 0.0.0.0/0 1dap ldapserver=192.168.0.180 ldapport=389 ldaptls=1 ldapprefi —
host  replication  all 127.0.0.1/32 iden
#host  replication  all /128 iden

-bash-4.25
_bash-4.25 I
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-Dasn-4.z%
-bash-4.25 psql

psql (12.5.6)

Type "help” for help.

edb=# select * from pg_stat_replication; ——
pid | usesysid | usename | application name | client addr | client hostname | client port | backend_start | backend xmin | state | sent_lsn | write lsn | flush lsn
| replay_lsn | write lag | flush_lag | replay_lag | sync_priority | sync_state | reply_tine

11131 | 16385 | yerima | walreceiver | 192.168.0.181 | | 57978 | 20-JAN-21 22:06:26.412174 -05:00 | | streaming | 0/6000148 | 0/6009148 | 0/6000148

| 6/6000148 | | | | 0 | async | 20-3AN-21 22:15:17.445783 -05:00
(1 row)
cdb=# |
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edb=# \q

-bash-4.25 psql -h ldapclient.hopto.org -d edb -U yerima
Password for user yerima

psql: error: FATAL: LDAP authentication failed for user "yerima"
-bash-4.25 I
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>ldapmodify -Y EXTERNAL -H ldapi:/// -f my config.ldif —
SASL/EXTERNAL authentication started

SASL username: gidNumber=0+uidNumber=0,cn=peercred, cn=external, cn=auth
SASL SSF: ©

nodifying entry "olcDatabase={2}hdb,cn=config"

modifying entry "olcDatabase={2}hdb,cn=config"

[Mon Sep 28 23:19:51 root@ldapserver-0.180 :~
B
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[Sun Oct 04 15:24:44 root@ldapclient-0.181 :/etc/pam.d
>authconfig --enablemkhomedir --updateall

[Sun Oct 04 15:24:49 root@ldapclient-0.181 :/etc/pam.d
>
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edb=# \q
-bash-4.2¢ psql -h ldapclient.hopto.org -d edb -U yerim
Password for user yerima:

psql: error: FATAL: LDAP authentication failed for user "yerima
-bash-4.2¢

-bash-4.2§

-bash-4.2§

-bash-4.26 psql -h ldapclient.hopto.org -d edb -U yerima ~——
Password for user yerima:

psal (12.5.6)

Type "help” for help.

edb=# \q
_bash-4.25 |
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>cat /etc/openldap/slapd.d/cn=config/olcDatabase={2}hdb.ldif
# AUTO-GENERATED FILE - DO NOT EDIT!! Use ldapmodify

# CRC32 2d056C6C

dn: olcDatabase={2}hdb

objectClass: olcbatabaseConfig
objectClass: olcHdbConfig
olcbatabase: {2}hdb

olcDbDirectory: /var/lib/ldap

olcDbIndex: objectClass eq,pres

olcDbIndex: ou,cn,mail,surname,givenname eq,pres,sub
structuralobjectClass: olcHdbConfig

entryUUID: 65b0f180-964c-103a-855a-d38705decoff
creatorsName: cn=config

createTimestamp: 20200929030539Z

olcsuffix: dc=hopto,dc=org

olcRoOtDN: cn=admin,dc=hopto,dc=org

entryCSN: 20200929031951.078131Z#000000#000#000000
modifiershame: gidNumber=o+uidNumber=0,cn=peercred,cn=external,cn=auth
modifyTimestamp: 20200929031951Z

[ﬂon Sep 28 23:20:51 root@ldapserver-0.180 :~
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>1dapmodify -Y EXTERNAL -H ldapi:/// -f my_config2.ldif

SASL/EXTERNAL authentication started

SASL username: gidNumber=0+uidNumber=0,cn=peercred, cn=external, cn=auth
SASL SSF: ©

modifying entry "olcDatabase={2}hdb,cn=config"

[Mon Sep 28 23:25:08 root@ldapserver-0.180 :~
u





